Links and resources for ACCESS
Conference: "Privilege
Escalation Deconstructed”

& Links

» Cloud permission cheat sheet: https://cybr.com/cloud-permissions-cheat-
sheet

o AWS Security Cheat Sheets: https://cybr.com/tag/aws-security-cheat-
sheets/

e Hands-On Lab demonstrated in the presentation:
https://cybr.com/courses/iam-privilege-escalation-labs/lessons/lab-ctf-
iamattachrolepolicy-privesc/

o Free SCP Workshop: https://sonraisecurity.com/events-webinars/scp-writing-
workshop-101/

e Learn how to use CloudTrail for effective logging:
https://cybr.com/courses/beginners-guide-to-aws-cloudtrail-for-security/
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» Incident Response with CloudTrail Lake and Athena:
https://cybr.com/courses/incident-response-with-cloudtrail-and-athena/

e More info on IAM Access Analyzer - Custom Policy Checks APIs:
https://aws.amazon.com/blogs/security/introducing-iam-access-analyzer-
custom-policy-checks/

e More info on IAM Permission Boundaries:
https://aws.amazon.com/blogs/security/when-and-where-to-use-iam-
permissions-boundaries/

o "Leaked Environment Variables Allow Large-Scale Extortion Operation in
Cloud Environments": https://unit42.paloaltonetworks.com/large-scale-
cloud-extortion-operation/

o Free community for cloud security practitioners: https://cybr.com/discord

& Any questions? Contact me

o LinkedIn: https://www.linkedin.com/in/christophelimpalair/

o Cybr: https://cybr.com/contact/
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